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Introduction &
Background

In Pakistan, public spaces are essentially male-dominant. Women who use
digital platforms are frequently the targets of gendered hatred or also
referred as digital violence against women[l]. A particular type of online
abuse known as “gendered hate speech” vilifies, threatens, silences, or
degrades women by using sexually explicit, sexist, or disparaging
commentary. In a patriarchal country like Pakistan, it frequently coexists
alongside other forms of prejudice, for example, hatred towards
individuals of different genders, or minorities with ethnic or religious
backgrounds.

Their expression may result in severe forms of violence against them in
the society if their gender and expression intersect with other social
distinctions such as religion or faith. Slurs directed at a woman's beauty,
personality, or social position are common examples; these are frequently
the result of deeply set cultural standards that portrays women as inferior
to men.

The religious interpretation of women'’s role in social lives has also been a
strong impactful factor implicating on their participation in political
lives[2]. Women occupying public spaces are subjected to offline
harassment on top of that is non-consensual filming and sharing for
silencing them and in some cases for monetary benefits as well.

[1]Dunn, S. (2020). Technology-facilitated gender-based violence: An overview. Suzie Dunn,” Technology-
Facilitated Gender-Based Violence: An Overview"(2020) Centre for International Governance Innovation:
Supporting a Safer Internet Paper, (1).

[2] Khan, S., Jan A. & Khan, I. U. (2020). Religion and Gender Roles: A Quantitative Study of Women Political
Participation in District Charsadda, Pakistan. Vol. 3, No. 2. https://doi.org/10.47264/idea.lassij/3.2.21 O




The socio-cultural contexts further add to the injury, where conservative
ideologies and lacking family support lead to physical violence against
women[3]. This has grave consequences for women and girls as it acts as a
barrier to their freedom of movement and involvement in social and
political spaces.

In addition to silencing women, this type of violence, which includes hate
speech, internet harassment, cyberbullying, non-consensual intimate
imagery, and character assassination reinforces social norms that limit
their ability to participate in public life and financial independence. These
trends are contrary to the UN Women's proposed framework stressing for
women’s increased participation in security and countering violent
extremism discourse across various platforms and mechanism for
promotion of their rights[4]. UN Women's Global Digital Consultation
highlights how extremist ideologies target women with hatred based on
their gender and utilize online platforms to propagate harmful ideology.
Women's voices are frequently silenced and their involvement in public
discourse is restricted as a result of this digital violence[5].

A number of measures in Pakistan's legal system are designed to protect
young girls and women from violent extremist activities that occur in
online spaces. The Prevention of Electronic Crimes Act (PECA) 2016
provides victims with legal protections by making hate speech,
cyberstalking, online harassment, and the glorification of terrorism illegal.
While Section 21 directly covers cyber harassment and cyberbullying,
including the non-consensual publication of intimate photos, Section 20
penalizes offences against the dignity of individuals with a focus on online
offenses damaging the dignity of a natural person.

[3]Younas, F. et al. (2020). Patriarchy and Social Media: Women Only Facebook Groups as Safe Spaces for
Support Seeking in Pakistan. https://doi.org/10.1145/3392561.3394639

[4] Report. (2022). Preventing violent extremism: integrating gender perspectives (Global, Jordan and Pakistan).
UN Women. https://www.unwomen.org/sites/default/files/2022-10/Preventing-violent-extremism-Integrating-
gender-perspectives-en.pdf

[5] Report. (2020). Global Digital Consultation: Voices and Perspectives of Civil Society on the Gendered
Dimensions of Violent Extremism and Counterterrorism Responses. Outcome Report. UN Women.
https://www.unwomen.org/en/digital-library/publications/2020/11/gendered-dimensions-of-violent-extremism-

and-counterterrorism-responses O
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Section 24 specifically deals with the crimes related to cyberstalking.
Furthermore, incitement to violence, hate speech, and religious extremism
- all of which are frequently used to target women and marginalized
communities - are prohibited under various provisions of Pakistan Penal
Code. However, the major criticism transpires vis-a-vis their swift
invocation and discriminate use[6], the capacity of the law enforcing
agencies, judges and the transparency of the judicial processes[7].

This report seeks to identify and understand the patterns of online hatred
targeting women and young girls active in various social domains in online
spaces, including journalism, activism, content creation, politics etc. for
future advocacy. The empirical evidence will be used to engage with the
concerned stakeholders on the issue with an aim to address it for the
provision of safe online spaces for women and young girls.

We are particularly interested to examine how digital violence affects
women’s contributions to society with particular reference to cases of
women and young girls who actively participate in digital spaces and how
it intersects with peaceful coexistence in the society.

The systemic character of digital violence and its profound effects on
women's participation, well-being, and social roles are demonstrated by
case studies selected from Pakistani social media spaces.

[6] Sheikh, W. A. (2024). Section 20 of Peca not unconstitutional: LHC. https:/www.dawn.com/news/1679402?
utm_source=chatgpt.com
[71 Omar, R. (2016). Pakistan: year of accountability. https:.//www.icj.org/resource/pakistan-year-of-judicial-

accountability/?utm_source=chatgpt.com




Methodology

An exercise of collecting insights on gender-specific hate speech language
was conducted in consultation with young girls and civil society partners
working on women rights issues in Pakistan. For this purpose,
Intersectional Leadership Program (ILP) fellow conducted three meetings
with civil society groups, including Shaoor Foundation, Forum for Dignity
Initiatives and Pak Women, and a session with young students of Abasyn
University in Islamabad. Based on the insights, a women-specific hate
lexicon was developed to be used as guide for social media listening and
tracking relevant conversations. The hate lexicon is annexed as Annex-lI.
An online social media listening tool Mentionlytics was employed for
collection of conversations on social media platforms, including X,
Facebook, Instagram, and TikTok.




Important findings
and trends

Mentionlytics ran the monitoring of social media using hate lexicon
developed between November 2024 and January 2025, collected 15,177
conversations with almost 106 million social reach and around 11 million
reactions.

TOTAL MENTION®) SOCIAL REACH SOCIAL ENGAGEMENT
G‘J 15K total 106M unique Kg llM total

Out of 15,177 conversations, 171 most relevant were selected and
categorized against different women specific hate indicators. These
indicators were created from the insights shared by the participants of
consultations with the partners and young girls.

The data collected and sifted through indicates that women in Pakistan
are the target of numerous types of digital violence and threats. An
analysis of the results with pertinent background is provided below:

e 50 cases of targeting outspoken women working in professions,
including journalism, women’s rights defenders (WHRDs), and activists
who voice opinions on social, political, or economic concerns,
accounts for the greatest number of violent extremism incidents in
digital spaces were recorded. This suggests a trend of using internet
harassment to silence women who participate in public discourse on
critical issues.
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45 cases of strategically planned smear campaigns are used to damage
women’s reputations, particularly those of those who use digital media
for content creation and dissemination. These campaigns, which have
long-term effects on one’'s reputation and career, are frequently
coordinated.

Another major category of digital violence relates non-consensual
sharing of intimate and explicit content with 35 cases were reported.
Character assassination, compulsion, and harassment are all tactics
used in the non-consensual sharing or leakage of private sexual
photographs and videos. This demonstrates the serious risk of cyber
exploitation that women confront with real-world implications such as
social exclusion and psychological trauma.

At least 10 cases were reported where women were targeted with
sexually explicit slurs. It is a toxic digital culture that
disproportionately targets women based on their gender is
demonstrated by the use of misogynistic language to frighten and
denigrate women.

9 Cases of cyberstalking and physical harm were recorded according
to the data, online harassment frequently turns into threats and
physical assault in real-life. Often, women who are targeted online
report feeling insecure in their physical surroundings.

Identity theft and impersonation cases 9, and the use of modified
photographs cases 8, are examples of advanced forms of digital
violence that jeopardize women'’s privacy and dignity.

Sextortion and deep fakes, 2 each, were recorded according to the
data, which enable attackers to create private material for
blackmailing. This is becoming more and more hazardous types of
online violence.

Other forms of digital violence include doxxing and phishing, 1 each
case. Targeted phishing attacks and threats of doxxing further
exemplify the weapon of digital threats used to manipulate, silence, or

coerce women. @




Following table demonstrates the trends of online violences against
women:
£

Targeting vocal women voices, including
journalists, WHRDs expressing on social, 50
political, economic or other issues.

Strategize campaign against women to harm

. : 45
their reputation
Leaked video or non consentual sharing of
sexual images/videos: Harrasement or

- A . 35

Character assasination by making private
intimate videos public
Use of gendered slurs to target women 10
Cyberstalking translating into physical 9
surveillance/harm.
Impersonate gender to harass or discredit | 8
Morphing - use of manipulated/photoshoped 4
images to target women
Unauthorized access to accounts resulting in 1

identity theft

Persistent comments, often contain
threatening messages, seXual messages 2
and/or abusive language

Deep fake or synthetic video to harm
reputation or blackmail

'Phishing attacks targeting gender to access
personal/private data or hacking

Sextortion - use of intimate images/videos for
blackmailing purposes.

Doxing - threats to leak private content to
coerce women into silence or compliance.

Targeting woman activist, religious hate 1

Cyberstalking through social media application“ 0

'Unauthorized access to accounts resulting in
identity theft




Cases of Digital
Violence Against
Women

)Women advocate of peace attacked by TLP
radicals

The planned campaign of digital violence against women activists in rural
Sindh is highlighted in this case study. It focusses on how pictures of
activists publicly available and private information of their family members
are used to tarnish these campaigners’ reputations and downplay their
important work. The use of “hate speech” and “character assassination” as
common forms of digital violence is demonstrated by the case study
focused on Sindhoo Nawaz Ghanghro, who also comes from a
marginalized background.

On the night between 18 and 19 September 2024, Dr. Shahnawaz Kumbhar
was brutally killed and his remains desecrated on the false pretense of
blasphemy charges. The incident resulted in mass protests and criticism of
the administration, who were later found guilty of staging a fake
encounter to seize Dr. Shahnawaz under the pressure of religious clergy.
Thousands of people from all across Sindh came to attend his funeral in
Mirpur Khas a week later on September 25, 2024, sending a strong and
unifying message against right-wing extremism. As the tomb was covered
with flower petals, which stand for peace and defiance of hatred, famed
folk musician Manji Fageer played Sufi songs at the gravesite. On the
occasion, activist Sindhoo Nawaz Ghanghro publicly blamed Shirazi, a
religious group leader, of planning a staged encounter and called for

justice in the face of such crimes.




Following the incident of Dr. Shahnawaz Kumbhar, Sindhoo Nawaz
Ghanghro shared a story on her social media of intoxicated individuals
bothering her late at night and trespassing her property.Meanwhile, a
social media campaigns purportedly facilitated by right-wing group
Tehreek-e-Labbaik Pakistan’'s (TLP) Tharparkar chapter through Sarhandis
of Umerkot, propagated that alcohol was found during a police raid at Ms.
Ghanghro's home. These claims haven't been confirmed by reliable
sources, though. Both sides seem to be accusing one another on social
media, which escalated the dispute.

On 13" October 2024, civil society in Sindh rallied in response to Dr.
Shahnawaz's killing, calling for accountability and justice. In this struggle,
activists, including Sindhoo Nawaz Ghanghro, Romasa Jami Chandio,
Manjhi Fageer, Saif Samejo and others emerged as vocal voices. In the
midst of conflicting circumstances, the TLP held a counter-protest on 13"
October 2024, the same day as Sindhi activists and civil society in Karachi
peacefully assembled under the banner of Rawadari (Tolerance) March.
Sindhoo Nawaz Ghanghro along with other activists actively participated
in the rally. Unsettlingly, the sitting Pakistan Peoples Party-led Sindh
administration and political supporters of the TLP-affiliated Sarhandi
group used baton charges and tear gas shelling against the nonviolent
demonstrators, underscoring the difficulties encountered by individuals
who support tolerance and harmony. This event further opened the
floodgates of hate speech on social media particularly targeting Ms.
Ghanghro, when she, on her Facebook status, had demanded for the arrest
of Pir Umer Jan Sarhandi, allegedly one of the perpetrators who had
instigated the public against Dr. Shahnawaz.
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Sindhoo Nawaz Ghanghro had been a target of severe online harassment,
often braided with ethnic slurs, misogynistic language and online fake
video attacks. Some examples of abuses include:

e Being called a* ‘L ", and “ :
e Hated against her inclusive and feminist movement.
e Personal attacks on her family and feminine, such as

e Called out as traitor, Israeli, American agent to provoke public for
violence, e.g. the following lengthy Facebook status describes how a
social media user Abu Muawiya Hussain Sindhi has tried to provoke
others by labeling provocative titles to Sindhoo Nawaz Ghanghro and
other women activists:

O







By stifling alternative voices and bolstering patriarchal control, digital
violence against women activists is resulting in escalation of violent
extremism. The Sindhoo Nawaz Ghanghro case study demonstrates how
targeted online hate campaigns are used as a tool to intimidate activists of
marginalized ethnic and faith-based identities, who support justice and
tolerance.

In this case, linkages of debunking false information, character
assassination, and incitement to violence are evident that is disrupting the
woman activist's work for promoting peace and harmony in the society. As
evidenced by the organised online harassment that followed Dr.
Shahnawaz Kumbhar’'s murder, the convergence of misogynistic abuse and
extremist ideologies shows how digital platforms double as battlefields
where radical organisations rally support for violent repression.

By portraying activists as “traitors”, Qadiani, Shia, and “enemies of Islam,”
these efforts legitimize assaults on progressive voices and foster an
atmosphere that encourages violence in the real world. The increasing
connection between extremist mobilization and digital violence highlights
the pressing need for safeguards to protect activists and eradicate online
radicalization.

1) Online harassment and gendered attacks
against Shia women in Pakistan

This case study looks at the systemic abuse and harassment of Shia
women in Pakistan experience online, especially on social media sites
where they are regularly the target of targeted attacks because of their
gender and religious identity.

With Shia women experiencing a disproportionate amount of harassment,
including gendered slurs, disparaging language, and coordinated smear
efforts, the study emphasizes how digital spaces have turned into

battlefields for sectarian animosity.




To discredit and frighten them, strategies like fabricating profiles,
morphing their photos, and manipulating videos are frequently employed,
frequently depicting them as morally unacceptable or as agents of foreign
countries. These internet attacks are frequently the result of ingrained
sectarian preconceptions and societal intolerance towards Shia Muslims
rather than being connected to particular instances.

In Pakistan, where extremist narratives sustain violence and
discrimination against faith-based groups, this ongoing harassment is
made worse by wider sectarian tensions. In addition to endangering Shia
women’'s safety and freedom of speech, the unchecked dissemination of
hate narratives and false information about them on internet platforms
also helps normalize sectarian hostility, further dividing the society.

In addition to silencing marginalized voices, the targeted assault of Shia
women, frequently motivated by extremist rhetorics, also strengthens
sectarian tensions that extremist organisations use to recruit and rally
supporters. Online platforms become havens for intolerance and
dehumanization, two major preconditions for violent extremism, when
unchecked digital abuse is permitted.

In Pakistan, where Muslims predominate, Shia Muslims are a sizable
minority, estimates place their numbers between 15 and 20% of the
country’'s total population. In Pakistan's past, the Shia population has
experienced systematic discrimination and targeted bloodshed, which is
frequently made worse by government policies, sectarian fanaticism, and
geopolitical factors.

Social media spaces, particularly Facebook is filled with numerous public
pages - sharing of images of alleged Shia girls and women with sexual slurs
IS a routine business, which attracts a lot of comments and impressions.

O



The digital violence directed at Shia women were recorded with following
shades:

e Gendered slurs and derogatory language: Shia women are frequently
targeted with offensive language and slurs that demean their faith and
gender both.

() n
e Sexualization and objectification: The use of sexually explicit language
and imagery to describe Shia women aims to objectify and humiliate

them.

e False accusations and stereotypes: Shia women are subjected to false
accusations and harmful stereotypes that portray them as immoral or
promiscuous.

e Gender impersonation: The creation of fake profiles impersonating
Shia women is used to spread misinformation, incite hatred, and
further discredit them.

Following are some additional examples of real conversations from
Facebook pages containing disturbing commentary with direct references
to Shia faith and rituals. They are hurled at Shia Muslims to belittle their
faith and to express severe forms of hatred.
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Following collage comprising screenshots from different Facebook pages
presents the nature of imagery and memes that are frequently used to
target Shia women and also to escalate the divisiveness between Sunni
and Shia Muslims in online spaces, who already have a bitter past marred
by real-life violence.
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Shia women suffer greatly from digital violence, which makes them
anxious, depressed, and afraid. It compromises their security and curtails
their freedom of expression by limiting their online presence, silencing
their voices, and intensifying into physical threats.

Their experience with digital spaces is the unfortunate reflection of
misogynistic and sectarianism-based social media violence that targets
their gender and religious convictions.

The victims may experience serious psychological effects, including
anxiety, depression, and terror, as a result of the ongoing digital violence
and abuse, further jeopardizing their freedom of expression if they self-
censor or avoid social media platforms out of fear of harassment and
abuse. Their online targeting with sexually explicit slurs, deepfakes, and
morphed images may exacerbate the sectarian tensions and further
polarizes the society in real world

g0 LmB+amlqclgs j jlnk rc gk _ecpw md umkcl
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TikTok has become one of the most used social media platforms in
Pakistan, especially among young people. However, female content
creators face serious challenges, including online violence and the misuse
of their content. This case study highlights the plight of a young, arising
digital media content creator and famous TikToker Imsha Rehman, who
became target of online abuse and violent hatred of the users for her
private videos being leaked in the public spaces.

Imsha Rehman, who studies at a university in Islamabad, hails from a
mountain community in Gilgit. She became a victim of nonconsensual
video leaks when allegedly her boyfriend leaked her explicit videos online.
The content was shared widely by the social media users, leading to an
intense bullying and negative commentary aimed at ruining her reputation

and making her life vulnerable.
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